Desert Southwest Region

Physical and Computer Separation

Restricted Physical Access:
The Desert Southwest Region’s (DSW) Power System Operations and Power Marketing groups are located in separate areas within the DSW Regional Office.  The Power System Operations group is located in the North wing of the building and the Power Marketing group is located in the main building.  The entire DSW complex is monitored and controlled by a computerized security system which is accessed through a card-key system.  All entry to the DSW complex is by card-key or through a gate monitored by a guard.  Once inside the perimeter fence, entry to the building and to certain areas within the building is regulated through the card-key access system. This system has the capability to control access for each individual based on the individual’s need for access.

The Power System Operations group consists of Dispatch, Transmission Scheduling and Power Accounting, and Transmission System Planning.   The Dispatch control center is isolated by a set of locked doors with card-key access blocked for all Power Marketing employees.  
The Power Marketing group consists of Rates, Power Contracts and Energy Services, and Resource Management.  Power Marketing personnel are allowed access to the Dispatch control center only when escorted by Power System Operations personnel and such access is logged and posted on the OASIS when it occurs.

Operations Computer Support and Information Systems:
Operations Computer Support, including the Supervisory Control and Data Acquisition system (SCADA), will remain physically located in the Dispatch control center and will be secured from entry by Power Marketing personnel, by use of card keys.  At DSW, SCADA refers to the Harris control system, which includes an EMS.

The DSW merchant function’s interest in SCADA is related to obtaining real-time and historical generation and load levels, both on an aggregate basis and on an individual generating unit or customer load point basis.  The merchant’s interest in SCADA also involves unit status, but is focused on obtaining information with regard to forced outages, planned outages, reserve status, etc.  The merchant function has no ability to exercise supervisory control of the transmission system, nor does it have control over any generating facilities.

 The Power System Operations organization keeps all transmission reliability data on computers connected to the local area network (Ops LAN), which is separate from the Administration LAN (Admin LAN) used by DSW Power Marketing as well as other DSW organizational groups.    Some Resource Management information is located on the Ops LAN; however, security software has been installed on the Ops LAN to allow Power Marketing personnel limited access to resource and marketing information.  Fire walls limit access to generation and area control information and Power Marketing personnel have no access to timeline or other transmission related information.

All shared software applications on the Admin LAN have fire walls installed, as appropriate, between merchant and reliability information; this includes private passwords, data directories and partitions.  Separate login programs have been established for reliability and merchant staff wherever they share applications.

OASIS:
Power Systems Operation personnel will access the wesTTRans.net OASIS node through standard industry browser interface on dedicated computer terminals located in the Dispatch control center and Transmission System Planning work areas.  Transmission System Planning personnel will be responsible for performing ATC calculations and determining other data to be posted to the OASIS.  Dispatch and transmission scheduling personnel will be responsible for the actual postings to the OASIS.   Access to the server will utilize password security at the transmission provider level.

Power Marketing personnel will access the OASIS through standard industry browser interfaces, password protected for access only at the transmission customer levels.
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