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Ms. Magalie Roman Salas, Secretary

Federal Energy Regulatory Commission

888 First Street, N.E. Room 1A

Washington, DC 20426


Re: 
Orlando Utilties Commission


Informational Filing In Compliance with Commission Order No. 2004,

Docket No. TS04-______-000

Dear Ms. Salas,

Pursuant to the Federal Energy Regulatory Commission (“FERC” or “Commission”) Standards of Conduct rules, 18 C.F.R. § 358.1(b), implemented by Order No. 2004 issued on November 25, 2003 in Docket No. RM01-10-000, 105 FERC ¶ 61,248 (“Order No. 2004”), Orlando Utilities Commission (“OUC”), makes this Informational Filing which includes a plan for implementing the Standards of Conduct rules and provides a schedule for implementing the plan.

CURRENT COMPLIANCE WITH ORDER NO. 2004 

OUC does currently meet several, though not strictly all, elements of Order No. 2004.  OUC’s employees are functionally separated.  Those employees that are engaged in transmission system operations function independently from those employees that are engaged in sales or marketing, except in the event of emergencies affecting system reliability during which necessary steps may be taken to keep the transmission system in operation.  

OUC does not have any Energy Affiliates, as defined in 18 C.F.R. 358.3(d).  OUC does not have any Marketing Affiliates.  OUC does not operate its transmission system to preferentially benefit Affiliates.  See 18 C.F.R. 358.3(b).  OUC treats all transmission customers, whether affiliated or non-affiliated, on a non-discriminatory basis.

Since, OUC does not have any Energy or Marketing Affiliates, OUC is not required to take any actions regarding separation of functions between itself and such Affiliates.  Similarly no action is necessary related to shared employees or information disclosure.  OUC provides all customers that enter into transactions on OUC’s OASIS with the same level of detailed information.

While OUC has posted its organizational charts and job descriptions on its OASIS, OUC will continue to examine whether any types of organizational changes are necessary to further comply with all elements of Order No. 2004 by June 1, 2004.

PLAN AND SCHEDULE

The following chart designates the activities and associated completion dates for completing the implementation of Order No. 2004.

	Activity
	Date

	Designate a Compliance Officer
	June 1, 2004

	Post Procedures Implementing Standards of Conduct on the OASIS
	June 1, 2004

	Distribute Standards of Conduct to Employees
	June 1, 2004

	Train Employees on Standards of Conduct
	June 1, 2004

	Maintain the Physical Separation of OUC’s sales and marketing employees from OUC’s Energy Control Center
	Continuous


We also attach for reference OUC’s current guidelines and procedures that govern employees engaged in marketing or sales, Attachment 1 - EMS System Data Security and Attachment 2 - EMS Electronic Separation of the Power and Transmission Functions.  These procedures limit such employees' access to any information regarding the transmission system to the information posted on OUC’s OASIS or information currently available to the general public.

PROJECTED COMPLIANCE EXPENSE

At this time, OUC estimates that the only compliance costs shall be approximately $10,000 for compliance training.  

SERVICE

OUC has submitted this informational filing electronically.  OUC shall also make copies of this informational filing available for public inspection on its OASIS.  

CORRESPONDENCE

OUC requests that all correspondence, pleadings, and other communications concerning this filing be served upon the following:



Byron Knibbs


Orlando Utilities Commission



P.O. Box 3193

Orlando, FL 32802



Wallace L. Duncan



Michael Postar



Derek A. Dyson



Duncan, Weinberg, Genzer 

  & Pembroke, P.C.



1615 M Street, N.W.,

Suite 800



Washington, D.C. 20036

Respectfully submitted,

_____________________

Wallace L. Duncan

Michael Postar

Derek A. Dyson

Duncan, Weinberg, Genzer 

  & Pembroke, P.C.

1615 M Street, N.W.,

Suite 800

Washington, D.C. 20036

Attorneys for

Orlando Utilities Commission
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1. 
 Security Measures

The TELEGYR system has several security measures built in to prevent improper or unauthorized use of the system. These measures include operating environments, console modes, areas of viewability and areas of responsibility. Every TELEGYR system user typically has one or more console modes, areas of viewability and areas of responsibility. Every display, or portion of a display, has:

one or more console modes

areas of viewability

areas of responsibility

Additionally, the system is operating under Microsoft Windows2000 that has been setup as a Windows 2000 Domain environment. Access to network resources that contains information related to the transmission system is controlled by implementing Domain user accounts and permissions. Additionally access to Historical Databases is also controlled by database accounts and permissions.

2. Security Checks

When you press a key or select a poke point or icon on a display that performs a menu request (regular or dynamic), a program request or an execution request, the TELEGYR system performs the following checks:

Is this action permitted in the current operating environment?

Does one of the console modes assigned to the operator (console) match one of the console modes assigned to the display or poke point/icon on the display?

Does one of the areas of responsibility assigned to the operator (console) match one of the areas of responsibility assigned to the poke point/icon on the display? 

Does one of the areas of viewability assigned to the operator match one of the areas of viewability assigned to the display?

3. Operating Environments

Each display window has an associated operating environment. The system displays the current operating environment at the top of the window in the ENVIRONMENT field. This environment has meaning in terms of interpretation of the data on view, restrictions on the operations currently available to the operator and the effects of those operations on the system. The TELEGYR database architecture allows creation of parallel databases called contexts. It gives applications and functions independent images of real-time database tables that may represent historical, simulated, or study data. This powerful TELEGYR parallel database context feature allows applications to use one common set of real-time software and displays. Contexts give each application its own distinct computation and display database area. Contexts provide TELEGYR applications with full access to database tables that are identical in structure to the online system database; yet each context has completely separate storage allocations that isolate the application from interfering with the operation of the online system. With some caveats, the ENVIRONMENT field displays the database context. By looking at the ENVIRONMENT field, you always know the type of data with which you are working. As a security measure, the TELEGYR system requires that the current database context match one of the database contexts specified for display call-up, menu requests and program requests. Some special actions associated with selecting a function key, a poke point, or display change the environment. Unless, however, some special action occurs to trigger a change, the environment remains the same as you request each display.

4. Console Modes

The TELEGYR system uses several different console modes (figure 1) to allow or restrict access to different functions. Any display can have control and data entry operations limited to a specific set of console modes. The system performs constraint violation checks as the operator selects poke points/icons or uses the function keys. The system allows a control or data entry operation only if one or more of the operator’s assigned to console mode matches one or more of the display’s console modes. Every display has a set of console modes. Additionally, every poke point on the display also has a set of console modes. The display’s console modes effectively control only data entry. The console modes associated with each poke point control which operator can perform control operations using that selected poke point. There are no console mode restrictions on selecting menu items—that is, if you can bring up a menu, you can select any active item on it. If you have no console modes defined, you can view displays in real-time, provided that you have the appropriate AORs and AOVs. The ENVIRONMENT field changes to VIEWING. 
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Figure 1 - Console Modes
5. Areas of Viewability

The TELEGYR system uses areas of viewability (AOVs) as a final check on whether you can view any given display. When you select an icon, a poke point, a function key, or a menu item that contains a display request, the system initially performs checks on the operating environment, console modes, and the areas of responsibility. The final check for whether you can view a display is on matching areas of viewability. Every display has a set of 1–64 AOVs. Every operator has a set of 1–64 AOVs. If one (or more) of your AOVs matches one of the display’s AOVs, you can view the display, provided that other conditions are met. Most of the TELEGYR system baseline displays have all AOVs assigned.

6. Areas of Responsibility(AOR)

The system provides 64 areas of responsibility (figure 2). The TELEGYR system provides the flexibility of using area of responsibility security:

On a poke point/icon basis

On a point-by-point basis

A set of AORs, from 1–64, is assigned to each operator. The AOR assignments are predefined for each operator based on the operator logon name. An operator (or system engineer) with the appropriate console mode(s) can temporarily change the AOR assignments from the Console AOR Assignments display or permanently change the AOR assignments from the Operator Assignments display. On each console or for each operator, each AOR can be assigned to one of the following possible settings:

Changeable

The user has all rights to display and control or change points that match this AOR.

View-Only

The user can display, but cannot control or change points that match this AOR.

No-View

The user cannot display, control or change points that match this AOR.

The area of responsibility concept has several objectives. One objective is to prevent system dispatchers from being disturbed by events that are irrelevant to their assigned responsibilities. Another objective is to prevent inadvertent issuance of commands through consoles that do not have the appropriate area of responsibility assigned to them. Yet another objective is to inhibit viewing of selected data by users who need to have limited system access due to regulatory or company regulations. The assignment of areas of responsibility to points and to consoles permits the division of control responsibilities, and even the ability to view points, among consoles on a point-by-point basis. This provides for the routing of alarm annunciation, for the routing of alarm logging, and for the entries that appear on a console’s Alarm Summary display. Operators may perform operations on the point or its alarms if their console has a Changeable assignment for any of the AORs referenced by the AOR group to which the point is assigned. Viewing of specific point data is limited by the NO VIEW or VIEW ONLY assignment on an AOR basis.
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Figure 2 - Operator Assigments
7. On Poke Points and Icons

Area of responsibility security on displays is used to limit access to displays, menus, programs and execution requests. All poke points and icons have 1–64 areas of responsibility assigned to them. When an operator selects a poke point or an icon on a display that performs a menu request (regular or dynamic), a program request or an execution request, the TELEGYR system checks to see if one of the areas of responsibility assigned to the operator matches one of the areas of responsibility assigned to the poke point/icon on the display. The poke point/icon use of AORs is designed to prevent attempted callup of displays that the area of viewability prevents viewing.

8. On Individual Points

Providing AOR security on a point-by-point basis has the following objectives:

To prevent dispatchers from being disturbed by events that take place outside of their assigned responsibilities

To prevent the inadvertent issuance of commands by operators who do not have the appropriate AOR assignment

To prevent data entry by operators who do not have the appropriate AOR assignment 

To prevent viewing of status and analog data by operators who do not have the appropriate AOR assignment, each point in the system is assigned to an AOR group. An AOR group consists of 1–4 of these AORs. To perform operations on a point constrained by areas of responsibility, one of the AORs assigned to an operator must match one of the AORs in the AOR group assigned to the point. With appropriate AOR assignments, operators can concentrate on individual areas or functions with overlapping control capability and alarm annunciation only where desired. The following point operations are restricted by AOR:

Audible alarm annunciation

Alarm display on the Console Alarms Summary display

Alarm acknowledgment and deletion

Alarm and event message printing (on console’s printer, if applicable)

Inhibiting and enabling alarms

Device control

Device tagging

Data entry

Placing a point in or out of scan

Use of Report Output Viewer (ROVER) to view files if any AOR assignment is set to NO VIEW

9. Rules for AORs

The following rules apply to AORs: 

Any or all AORs may be assigned to an operator and console, independent of assignments for other operators and consoles.

The system initially assigns AORs to operators and consoles at operator logon.

Console modes take precedence over AORs. For example, if an attempt to perform data entry on a display is made that requires the SUPERVISORY mode it does not matter what AORs are assigned if SUPERVISORY mode is not assigned. You cannot perform data entry.

10. Display Mapping

Similar to Areas of Viewability, Display Mapping is used to control or redirect the viewability of certain displays for particular operators. When an operator logs in to a workstation, a DMAP configuration file for that operator is read to determine what displays the operator is permitted to use and whether any particular displays requested by that operator will be mapped to other displays. If an operator's request is denied for any reason, such as a missing or invalid DMAP file or a prohibited display, a display citing denial of access permission is presented. Otherwise, the appropriate display, either the one requested or a mapped display, is presented. The Display Map File Builder is used to create DMAP files. It provides for:

setting the operator’s global permission (the permission applied to all displays not specifically listed)

the selection of all applicable displays

the setting of the access permission (allowed or denied)

the mapping (if applicable) for each listed display
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Orlando Utilities Commission

EMS Electronic Separation of the Power

Marketing and Transmission Functions
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EMS Electronic Separation of the Power Marketing and Transmission Functions

I. Shared electronic facilities (computer systems and databases):

The Power Marketing group (FEM) uses Energy Management System (EMS) workstations to access real-time generation and load data. Their access to the EMS is restricted by Console modes, Areas of Responsibility, Areas of Viewabilities and Display Mapping as described in the EMS System Data Security Document. 

Orlando Utilities Commission’s EMS computer network is an all Microsoft Windows 2000 environment in which access to network resources is additionally restricted using Microsoft Windows 2000 Domain Access accounts and permissions.

FEM Workstations:


The following is a list of the computers used by FEM. All the computers are running Microsoft Windows 2000. Security patches are managed and applied using Ecora Patch Management System. Protection is provided automatically by Trendmicro Officescan corporate edition.

OUCFEM1 

OUCFEM2

OUCFEM3

OUCFEM4

Databases:

There are two EMS Historical databases that FEM access. HIS is an Oracle database where EMS Tie and generation accumulator data is stored. Transmart is an Oracle database where energy transaction data is stored. 

Access to these databases by the FEM group is controlled by two Custom Visual Basic and one Oracle form applications that connect to the Oracle databases. The applications only present allowed data to the FEM group.

1. Tie Balancing and Reports

This Visual Basic Application allows the FEM User to view purchase, sale and FMPP Net Schedule and historical Net Tie flow Energy (MWH).
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Figure 3 - Tie Balancing and Reports
2. Load Temperature and Report

This Visual Basic Application allows the FEM User to view historical load and temperature data.
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Figure 4 - Load and Temperature Report

3. TELEGYR HIS ORACLE ACCOUNTING FORM

With the Oracle form the FEM user can view historical energy data.
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Measures taken to ensure the independent functioning of the transmission function

The FEM user account(s) is setup so that only viewing access is allowed and restricted to only displays and data that they are allowed to view. Currently only 6 displays including the main index are allowed. Any other display or attempt to access any other display by name is not permitted by the system.

The first step for a user to access the EMS system is to login using an operator account:
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Figure 5
In Figure 3, a Power Marketing user (FEM) logs in.

Next the user is presented with the Florida Energy Marketing General Index (Figure 4):

Notice the Console Mode Indicator in viewing mode.
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Figure 6
Figure 5 shows the Unit Generation Summary Display:
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Figure 7
An attempt to gain access to any other display not allowed will be denied and the following system message will be presented (figure 6):
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Figure 8
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